WESTERN AREA POWER ADMINISTRATION

Cyber Security ToolKit

Electric Sector Cybersecurity Capability Maturity Model (ESC2M?2)
https://www.energy.gov/ceser/activities/cybersecurity-critical-energy-infrastructure/
energy-sector-cybersecurity-0-1
https://www.energy.gov/sites/prod/files/2014/02/f7/Use-of-NIST-Cybersecurity-
Framework-DOE-C2M2.pdf

Energy Delivery Cybersecurity Procurement Language
https://www.energy.gov/sites/prod/files/2014/04/f15/CybersecProcurementLanguage-
EnergyDeliverySystems 040714 fin.pdf
https://www.energy.gov/articles/energy-department-releases-new-guidance-
strengthening-cybersecurity-grid-s-supply-chain

Situational Awareness for Electric Utilities
https://csrc.nist.gov/publications/detail/sp/1800-7/draft

Identity and Access Management for Electric Utilities
https://csrc.nist.gov/publications/detail/sp/1800-2/final

Guide to Industrial Control Systems (ICS) Security
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final

EISAC and CRISP
https://www.nerc.com/pa/CI/ESISAC/Pages/default.aspx

Cyber Mutual Assistance
http://www.electricitysubsector.org/CMA/Cyber%20Mutual%20Assistance%20
Program%200ne-Pager.pdf?v=1.2

ICS Cert Training Opportunities
https://ics-cert.us-cert.gov/Training-Available-Through-ICS-CERT

ICS CERT Assessment Program
https://ics-cert.us-cert.gov/sites/default/files/FactSheets/NCCIC%20ICS FactSheet
Private Sector Assessments S508C.pdf




ICS CERT Recommended Practices
https://ics-cert.us-cert.gov/Recommended-Practices

Control System Standards and References
https://ics-cert.us-cert.gov/Standards-and-References

Cyber Security Evaluation Tool (CSET)
https://ics-cert.us-cert.gov/Downloading-and-Installing-CSET

Cyber Security Management and Metrics
https://www.amazon.com/How-Measure-Anything-Cybersecurity-Risk/dp/1536669741

Industrial Control Systems Joint Working Group
https://ics-cert.us-cert.gov/sites/default/files/FactSheets/NCCIC%20ICS FactSheet
ICSJIWG S508C.pdf

DHS Automated Indicator Sharing Program
https://www.us-cert.gov/ais

National Cybersecurity Center of Excellence
https://www.nccoe.nist.gov/projects

NATF Cyber Security Supply Chain Risk Management Guidance
https://www.natf.net/docs/natf/documents/resources/natf-cyber-security-supply-chain-
risk-management-guidance.pdf




